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UNIT — 02: ARCHITECTURES

DEFINITION:
The Internet of Things (loT) architectures refer to the systematic design and arrangement of

interconnected devices, sensors, networks, and data processing components that enable seamless communication, data
exchange, and intelligent decision-making within the 10T ecosystem. These architectures typically involve edge devices,
communication protocols, cloud services, and analytics platforms, creating a framework for collecting, transmitting, and
analyzing data from diverse 10T endpoints. The goal is to facilitate efficient and secure interaction among devices to
enable automation, monitoring, and optimization across various industries and applications.
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OVERVIEW OF IOT COMPONENTS:

Major Components of loT
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1) Thing or Device:
These are physical objects embedded with sensors, actuators, and communication interfaces.
EX: Smart Sensors, Wearables, Industrial Machines, Home Appliances, and More.




2) Gateway:

v Acts as a bridge between 10T devices and the cloud.

4 Aggregates and preprocesses data before forwarding it to the cloud.

3) Analytics:

4 Processes and analyzes the vast amounts of data generated by 10T devices.

4) Cloud:

v Cloud platforms store and analyze large volumes of 10T data.

v Provide services such as data storage, processing, and machine learning for insights.

5) User-Interface:
v Interfaces for end-users or administrators to interact with loT systems.
v Can be web-based dashboards, mobile apps, or other user-friendly interfaces.

Various Architectures of IOT and IIOT:
The architectures of the Internet of Things (IoT) and the Industrial Internet of

Things (I10T) can vary based on specific use cases, requirements, and industry standards.




ARCHITECTURE OF loT:

Infrastructure Applications
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ADVANTAGES AND DISADVANTAGES OF IOT:

Minimizes the human work and

Increased privacy concerns
effort B 4
Saves time and effort Increased unemployment rates

Good for personal safety and Highly dependent on the internet

security
Useful in traffic and other tracking Lack of mental and physical activity by
or monitoring systems humans leading to health issues.

Beneficial for the healthcare

i Complex system for maintenance
industry

Improved security in homes and

offices Lack of security

Reduced use of many electronic
devices as one device does the job
of a lot of other devices

Absence of international standards for
better communication




INDUSTRIAL IOT:
The Industrial Internet of Things

(11oT) is the application of 10T technologies in industrial
sectors, involving the integration of smart devices,
sensors, and data analytics to enhance efficiency,
productivity, and decision-making in industrial
Processes.
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REFERENCE ARCHITECTURE:
A reference architecture is a standardized framework that provides a common

blueprint, structure, and set of guidelines for designing and implementing solutions within a particular domain or
industry. It serves as a reference model that captures best practices, design principles, and recommended patterns to

address common challenges and requirements.
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[HOT SYSTEM COMPONENTS:

An Industrial Internet of Things (I1oT) system comprises various components that
work together to enable the seamless integration of smart devices, data exchange, and advanced analytics within an

industrial environment.
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11OT SENSOR:
In Industrial Internet of Things (I10T) applications, sensors play a critical role in collecting real-time

data from the physical environment. These sensors are instrumental in monitoring and controlling industrial processes,
ensuring safety, and enabling data-driven decision-making.

TYPES OF I1OT SENSORS:

Top 10 Sensors for I1OT Solutions




[HOT GATEWAY:
An Industrial Internet of Things (l1loT) gateway is a crucial component in lloT architectures that

serves as a bridge between devices on the factory floor or industrial environment and the broader 110T network or cloud.
It plays a vital role in facilitating communication, data aggregation, and preprocessing before transmitting information to

higher-level systems.
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1HOT CLOUD BROKERS:

As of my last knowledge update in January 2022, the concept of "lloT Cloud Brokers"

doesn't represent a widely recognized term in the field of Industrial Internet of Things (110T).
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IIOT SERVERS AND IT’S INTEGRATION:

In an Industrial Internet of Things (l1oT) system, servers play a crucial
role in managing, storing, and processing data generated by connected devices and sensors. The integration of IloT
servers involves linking these servers with various components of the 110T ecosystem, including edge devices, gateways,
cloud services, and other infrastructure elements.

e eods @ (|| < ||| |«
L\ i i W

= Many vendors,
frequent changes

Remote Predictive Energy
Assistance Maintenance Management

= Efficient IT/OT integration -
* No vendor lock-in Data |ntegrat|0n Layer

= Decouple investment decisions

= Many vendors
= Longer innovation cycles
» Less frequent changes

e I I ¥ % S
==2) | Lz=21 | Lis=sr | Laz=sd

Plant A Plant B Plant C Plant D




WSN, WSN NETWORK DESIGN FOR IOT:

A Wireless Sensor Network (WSN) is a crucial component in the
Internet of Things (10T) ecosystem, especially in industrial and environmental monitoring applications. WSNs consist of
spatially distributed autonomous sensors that communicate wirelessly and collaborate to monitor physical or
environmental conditions.
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Wireless Sensor Network (WSN) design for 10T involves creating a wireless network of
spatially distributed sensor nodes that communicate collaboratively to monitor physical conditions. This design
encompasses choosing suitable topologies, selecting energy-efficient sensor nodes, implementing secure communication
protocols, managing power effectively, and addressing factors such as scalability, fault tolerance, and regulatory
compliance to enable reliable and efficient data transmission within the Internet of Things (1oT) ecosystem.
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